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General Description:

STABS (Stitched-Together Amalgamation of Better Standards) is an SPN Block
cipher with a block size of 64 bits and a key size of 64 bits. Each block of the cipher is
divided into 16 nibbles, which for the sake of this specification are represented as a

4x4 matrix. It has 20 rounds, where each round consists of:

SubBytes
ShiftRows

MixColumns

P W N oR

AddRoundKey

similarly to AES.

Round Function:

To demonstrate the round function, we shall show each step on the matrix

0O |1 |2 |3
4 |5 |6 |7
8 |9 |[A|B
C |D |E |F

Using the key OXFEDCBA9876543210.

1. SubBytes:

The sbox used is the 8-bit sbox used by AES. In this round every two nibbles

are substituted using the sbox (nibbles 0 and 1 together, nibbles 2 and 3 together,



etc.). Below is the sbox pictured such that for every two nibbles, the row is determined

by the most significant nibble and the column by the least significant.
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After SubBytes the state is:

7 |C |2 |6
6 |[E |8 |5
A |7 |6 |2
B |D |D |F

2. ShiftRows

The ShiftRows is performed similarly to AES and TCO02, but right instead of left.

Each row is rotated 0, 1, 2, 3 nibbles right respectively.

7 |C |2 |6
5 |6 [E |8
6 |2 (A |7
D |D |F |B




3. MixColumns

MixColumns is done by multiplying each column by the following matrix (taken

from the Skinny cipher):

1 0 1 1
1 0 0 O
0 1 1 0
1 0 1 0
After MixColumns the state is:
C 3 7 A
7 |C |2 |6
3 4 4 F
1 E 8 1

4. AddRoundKey

Similarly to TC02, we XOR the 32 most significant bits of the keystate with the

cipher state.

After AddRoundKey the state is:

3 |D[A |6
C |6 |B |E
3 |4 |4 |F
1 |E [8 |1




Key Schedule:

The key schedule is similar to TC02's, but in order to minimize keystate

repetition it utilizes a round a constant (RC). The keystate for round i is defined such:
ko = K
ki= (ki1 @ RC) <<< 16
RCi is defined:
RC: = 0x3
RCi=RCi1<<<1
The roundkey for each round is the 32 leftmost bits of the keystate

rki = ki & OxFFFFFFFFOO000000

Test Vectors:

Plaintext Ciphertext Key

0x0000000000000000 0x7F94F802DBCC4972 0x0000000000000000

0x1234567890ABCDEF 0x54FCD9CC468B04A1 0x1234567890ABCDEF




Design Rationale:

Once the cipher type was chosen to be an SPN, | needed a nonlinear layer, a
diffusion layer and a roundkey layer. | chose the form of AES, using SubBytes,

ShiftRows, MixColumns and AddroundKey, in that order.

SubBytes is the cipher’s nonlinear layer. It’s implemented using a premade
sbox. The sbox chosen is AES’s 8-bit box, which was used although the cipher uses 4-
bit cells because the 8-bit box allows for less predictability of the substitutions, thus

harming any differential attack.

ShiftRows and MixColumns together were chosen to be the ones used in the
Skinny lightweight cipher. That is because the MixColumns provided uses a binary
matrix, which is both easier to implement and quicker to calculate than the
MixColumns used in AES. While the matrix is simple, its form ensures quick diffusion
over several rounds. ShiftRows in STABS goes right instead of left because that’s how

it’s used in Skinny.

The Key schedule is loosely based on that used in TC02, because both
standards have the same size for the block and for the key. Using only part of the key
in each round (as opposed to XORing all 64 bits) protects us from having to create the
keys in subsequent rounds from the same pool of bits, thus protecting us from attacks
on the key schedule. One flaw of the key schedule of TC02 is that it XORing 0x3 to each
16 bits cancels out after over eight rounds, so a changing round constant is introduced

in order to reduce roundkey repetition.

The number of rounds was decided to be 20 in order to protect against MitM
attacks and differential cryptanalysis. According to Beierele et al.lll the skinny
MixColumns matrix reaches full diffusion in 6 rounds. That means that in order to
protect against MitM the cipher needs at least (6-1)+(6-1) = 10 rounds. This is doubled

for safety, while only increasing the time required for computation by a factor of 2.

Looking at Table 7 provided in Beierle et al.l! 19 rounds of the Skinny

permutation guarantee at least 92 4-bit sbox activations (using Skinny sboxes). This is



equivalent to approximately 5 nibbles per round, making differential cryptanalysis

difficult.
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